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W& Overview

This web service is accessible via https://www.u2fapi.com/api.asmx, and the WSDL
can be downloaded here; https://www.u2fapi.com/api.asmx?WSDL

It is designed to be consumed via a C# (.NET) client, however, other clients can use
simple HTTPS GET and POST to access this web-service.


https://www.u2fapi.com/api.asmx
https://www.u2fapi.com/api.asmx?WSDL

1. Register method

The register method is accessible via https://www.u2fapi.com/api.asmx?op=Register

A sample data parameter is;

BQTHKO40gxGUI-x47uApYZ1fy9-F25s0mBT3pmbq_i073LdrCkBxsqrPp8fuBtG3XzLQv
Hk4szSmcfcNJYfdEv2nYBPMIe58LaS6fMBIYeP5T4yNbHOzIZxUT_vMT5E6G)padr_mBXc-d
ETQfO0oLsP70cs3u3jEXOyafxymP4B2zyxEDrUaDe2hhl1BKmXlob6tYDDE4zRgnvax1HLU
DtzN4nvzCCARswgcKgAwIBAgIKCqiUCrHS_Rhw5TAKBggghkjOPQQDAJAVMRMWEQY
DVQQDEwpVMkYgSXNzdWVyMBoXCzAWMDEWMTAwWMDBaFwswMDAxXMDEwWMDAw
WjAVMRMwWEQYDVQQDEwpVMkYgRGV2aWNIMFkwEWYHKo0ZIzjOCAQYIKoZIzjODAQc
DQgAETUKkM092bCpzTFdAsGuXjcrpXLv8HjcFql-WjVAzpmfE7BPUjG976yJQ3t8At17Hcui
ySgwexDDKgV2EMwTWCSjAKBggghkjiOPQQDAgNIADBFAIEAWaOmMji8WpyFGIwV_Yrty
jJ4D56G6YtBGUkKS5FbSWVP3MCIAtfeOURghgSn28jbZITIN2St0Z-31PoFt-wXZ3luQ_eMEQ
CIChj2Sgud78zubwKANhBKTSdNbboSHISXOD5hR_39simAiASalYTXImdGebq-S41rxRET
OLIgyXmRSDEge9GmSDYRw

Which would return;

<Registration xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://u2fapi.org/">

<userPublicKey>

BMco7g6rEZSX7Hjud4ClhnV/L34XbmwoYFPemZur+LTvct2sKQHGygs+nx+4G0bdfMtC8eTizN
KZx9w01h90S/ac=

</userPublicKey>
<keyHandleLength>96</keyHandleLength>
<keyHandle>

E8wh7nwtpLp8wEhh4/1PjI1sfTMhnFRP+8xPkTomlp2v+YFdz50RNB/Squw/s5yze7eMRETIp
/HKY/gHbPLEQOtRoN7aGGXUEqZcihvglgMMT JNGge 9rHUctQO3M3ie/

</keyHandle>


https://www.u2fapi.com/api.asmx?op=Register

<attestationCertificate/>
<WebSafeKeyHandle>

E8wh7nwtpLp8wEhh4 1PjI1sfTMhnFRP-8xPkTomlp2v-YFdz50RNB Sguw_ sSyze7eMREfTJp
~ HKY gHbPLEQOtRoN7aGGXUEQZcihvglgMMTjNGge9rHUctQO3M3ie

</WebSafeKeyHandle>

</Registration>

2. Sign method

The Sign method is accessible via https://www.u2fapi.com/api.asmx?op=Sign

A sample data parameter is

AQAAABIWRQIgKUib3MgTAlaMc2vwDOHq1aBDLNFPNWZ9t2DWIRrqzgwCIQDyjOVKF-Z2DjK7N1
ivSemZv2SSshRL90itNWDITO86XQ

Which returns

<Signature xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://u2fapi.org/">

<UserPresence>true</UserPresence>
<UserCounter>18</UserCounter>

</Signature>


https://www.u2fapi.com/api.asmx?op=Sign

